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 Information Technology Annual Report – 2009


Great Technology Great Service
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2009 Projects and Accomplishments TC "Project Accomplishments" \f C \l "3" 
The IT Department has achieved much this past year in the way of accomplishments.  Projects are in addition to regular day to day duties of staff (we had over 3,200 helpdesk calls).  We spent 65% of our time on day to day work, customer calls, fixing and patching systems, and about 35% of our time working on projects.  We normally run 60 / 40 but spent a little more time this year focusing on catching up on needed system changes and documentation.
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The Center for Digital Government has honored the City of Arvada six times since 2002 as a top ten digital city including a number two ranking in 2009.  This award is determined by looking at factors such as technology in use for staff, services on the web for customers, management of IT assets and resources and implementation of best management practices and frameworks.
MAJOR CHANGES TC "MAJOR CHANGES" \f C \l "3" :
· Re-vamped the IT Computer Replacement Fund saving over $200,000 annually
· Reduced the IT operating budgets by 5% 
· Eliminated a job share temporary position at the Receptionist Desk and transferred management to Police
· Re-organized staff by re-grading a position to a management role over the service desk and the front desk staff
PROJECTS:  (A complete list of the 2009 projects can be found in the Appendix)
We started 2009 with 82 projects.  Over 55 projects were 100% complete; 28 were started and continued into 2010, the remaining were canceled.  Here are the highlights:

Organizational Effectiveness
· City Intranet site redesign – This project entailed a complete re-design of the City Intranet site (Inside.Arvada.org). In addition to a new layout and a revamping of the content, this project included the use of an off the shelf content management system. This project was very successful. We have seen an incredible increase in content on the site and information sharing in the organization is much improved.
· Credit Card Security PCI Compliance - The PCI Security Standards Council is an open global forum for the ongoing development, enhancement, storage, dissemination and implementation of security standards for account data protection. The City of Arvada has been looking at PCI standards for the last year and at the end of 2008 we engaged a consulting firm, Coalfire, to facilitate the process of completing necessary assessment documentation. We have completed our assessment and have identified a number of areas where we are out of compliance. We are currently building a program plan of PCI projects to address compliance issues and we will then begin remediation. The program will likely take well over a year to complete.
· Upgrade of website content publishing tools - Several enhancements were made to the custom software application we developed to manage the information on all City websites. The changes were made to make it easier to publish and manage content and several small look and feel improvements were made. We will make this type of change about once a year.  The project has been completed and content managers are using the new software to better manage web content.
· Migration of Physical Servers to Virtual Servers - There were many reasons to do this including; server virtualization conserves space through consolidation; server virtualization provides a way for the city to practice redundancy without purchasing additional hardware; server hardware will eventually become obsolete, and switching from one system to another can be difficult. In order to continue offering the services provided by these outdated systems -- sometimes called legacy systems -- a virtual version of the hardware is created to run on modern servers. There are now 91 virtual machines running on just 9 servers.  These systems would not all have been possible to set up if it were not for virtualization.  Long term cost savings will continue to occur.
· Technology Replacement Fund Audit - All the components of the technology replacement fund were audited for need, replacement costs, replacement dates, and maintenance costs. This process also, cleaned up the charge backs that had occurred to the departments making sure each contributes based on the technology used. Finally, the single fund was split into two funds; one for replacement of technology and one for the maintenance of current technology. There was a substantial savings to the general fund after this audit.  Approximately $200,000 a year in the 5 year model.
· Implementation of an iPhone application – Called GoRequest, which allow citizens with iPhones to directly enter tickets in Ask Arvada for reporting of common concerns like potholes, graffiti, loose animals et. 

Physical Infrastructure

· Voice to Text Software Pilot Project - Employing a group of PD testers, test software called “Dragon Naturally Speaking”, which turns spoken words into text, for utility and accuracy.  Successfully lessened backlog of reports awaiting transcription and the associated costs.

· New Recording Equipment for PD Interview Rooms - Police Detectives make audio and video recordings of interviews of suspects and witness conducted in the four interview rooms in the Criminal Investigation Bureau.  The old recording equipment was malfunctioning and unreliable, and needed to be replaced with more reliable, up to date equipment. A state of the art replacement system was identified, procured and implemented.

Safety and Security
· Mobile System for Remote Building Inspection - This project has placed laptop computers in the hands of building inspectors in order to allow them to work more efficiently. They can access key systems from the field to better serve customers. Adoption has been slow but all of the machines are in and functioning. We have a network issue that has limited the value of the process but we are working to correct it. Additionally, lessons learned from this project have given the IT department valuable information on how to deploy workstations to staff in a more efficient manner. You will see similar changes move through the organization in the next 18 months.

2010 Highlighted Projects
	Project Name
	Primary Customer
	Type of Project

· New Initiative

· Upgrade

· Operational
	IT Priority

· Essential

· Very Desirable

· Desirable
	City Focus Area
	Proposed Month Start

	Desktop Virtualization – making desktops easier and cheaper to manage
	City
	New Initiative
	Essential
	Organizational Effectiveness
	January

	Cloud Computing – email – for ease of use and cost savings
	City
	New Initiative
	Essential
	Organizational Effectiveness
	Oct

	VoIP – Voice over IP – New Phone System Planning for 2012
	City
	Upgrade
	Essential
	Organizational Effectiveness
	Oct

	E-Citation – allowing for electronic ticketing in the field
	PD
	New Initiative
	Very Desirable
	Organizational Effectiveness
	In Progress

	I/LEADS to Full Court Interface (Police Records to Courts System Interface)
	PD/Courts
	New Initiative
	Very Desirable
	Organizational Effectiveness
	In Progress

	CBI Upgrade – Security upgrade for our connection to them
	PD
	Upgrade
	Essential
	Organizational Effectiveness
	In Progress

	Submissions to Crimereports.com for online reporting for citizen viewing
	PD
	New Initiative
	Desirable
	Vibrant Community
	April

	I/LEADS Case Filing Tracking System Development
	PD
	New Initiative
	Desirable
	Organizational Effectiveness
	April

	Crime Lab Connectivity to FBI
	PD
	New Initiative
	Desirable
	Organizational Effectiveness
	August

	Address Standardization Project – with GDS staff
	City
	New Initiative
	Very Desirable
	Organizational Effectiveness
	July

	Office Productivity Suite – Upgrade or replacement
	City 
	Upgrade
	Very Desirable
	Organizational Effectiveness
	August

	Passwords(Sync\SelfService\Single Signon\two factor)
	City
	Upgrade
	Very Desirable
	Organizational Effectiveness
	August

	Oracle Financials 12-I Upgrade
	City
	Upgrade
	Essential
	Organizational Effectiveness
	January

	PCI – Credit Card security process implementation
	City
	New initiative
	Essential
	Safety and Security
	In-Progress

	Sales Tax System Replacement
	Finance
	New Initiative
	Very Desirable
	Economic Vitality
	May

	Paperless Pay Stub
	Finance
	New Initiative
	Very Desirable
	Organizational Effectiveness
	January

	HR Smart Upgrade
	HR
	Upgrade
	Very Desirable
	Organizational Effectiveness
	January

	Fore System Upgrade – Golf Tee Times system to comply with PCI
	PG&HS
	Upgrade
	Essential
	Safety and Security
	January

	Caterease Upgrade catering software
	PG&HS
	Upgrade
	Very Desirable
	Organizational Effectiveness
	July

	Data Dissemination (Open Data Initiative)
	City
	New Initiative
	Very Desirable
	Organizational Effectiveness
	January

	E-Payments for Full Court – web payments
	Courts
	New Initiative
	Very Desirable
	Organizational Effectiveness
	January

	IT Department Re-Organization
	IT
	New Initiative
	Very Desirable
	Organizational Effectiveness
	October

	CGAIT Shared Services with other Cities and Counties
	IT
	Upgrade
	Very Desirable
	Organizational Effectiveness
	May


APPENDIX
2009 Completed Projects - 
	Project
	Description
	IT Priority

· Essential

· Very Desirable
· Desireable
	Type of Project

· New Initiative

· Upgrade
· Operational

	Upgrade Virtual Server Environment and convert stand alone servers to virtual machines
	 Upgraded to VMware 3.5. Migrated 20+ physical servers to virtual servers in order to achieve better power savings, redundancy and server management.
	Essential
	Upgrade

	Transcend Implementation Tessitura
	Replacement of the payment processing application for the tessitura system with a PCI compliant tool.
	Essential
	Upgrade

	Credit Card Security - PCI Compliance
	 In 2009 we completed an assessment of our compliance level and created a program to address each area where we were out of compliance. 2010 will be spent doing remediation to come into compliance.
	Essential
	Operational

	IT Department Re-org
	 This project was completed with the move of one staff member from the Information Systems Division to the Network Systems Division
	Essential
	Operational

	RFP / Contracting for new radio service provider
	After issuing an RFP for a radio system service provider to maintain the shared Arvada/Westminster Radio System, a contract was negotiated with Frontier Radio Communications, Inc.
	Essential
	Upgrade

	Service Pack and Firmware Upgrades 2009
	This is an ongoing project to keep up all networking devices, servers and applications with required software and hardware patches.
	Essential
	Upgrade

	Workstation Phase II
	Phase 2 of the 2008 Workstation Replacement Project.  Workstations not replaced in Phase 1 will receive selected software upgrades. Includes documentation of new processes implemented to more effectively manage computer images.
	Essential
	Upgrade

	Internal DNS Stabilization Project
	The City’s computer systems rely heavily on a network protocol called DNS. When this service is down most network services do not function properly.  This project will upgrade the DNS to a more stable and reliable system.
	Essential
	Upgrade

	Arvada Center Subscription Renewal Process
	 This is an annual process involving the web staff and tessitura support personnel. It was completed with success and record numbers of subscriptions were sold vie the web.
	Essential
	Operational

	Greatwest Life Oracle Interface
	 This was a small effort predicated by the switch in retirement services providers and it was completed with success.
	Essential
	Upgrade

	Computer Aided Dispatch(CAD) Workstation Replacement
	All nine workstation in the 911 Communications Center that run the Computer Aided Dispatch System were upgraded
	Essential
	Upgrade

	GIS Autodesk 2010 Upgrade
	 Upgraded GIS and other City staff’s Autodesk – Autocad versions to 10
	Essential
	Upgrade

	CIS on-line payment processing system upgrade. Payflow Pro
	 Payflow pro is a software application that is used to secure internet financial transactions. This work was completed with success
	Essential
	Upgrade

	Update of the internal content management system (CMS) used to populate all City websites.
	 Additional features were added to the CMS to make it easier for content managers to manage data on City websites.
	Essential
	Upgrade

	PCs for Remote PD Office
	 An office for police officer to use to write reports was opened at Indiana Shops and a computer workstation was connected to the city network and the PD systems.
	Essential
	Operational

	Payment Card Industry Program Roadmap
	This is a complex set of projects we will be taking on to come into compliance with the standards set for the by the credit card industry. This effort will take place over the next 18 months.
	Essential
	New Initiative

	Ralston Cops Closure- Equipment Removal
	 Ralston COPS was closed by PD and computer, phone and copier equipment needed to be salvaged
	Essential
	Operational

	Oracle 12-I Assessment
	This is the first Major upgrade to the Oracle system in several years and will touch every module of the system. It will be the last big upgrade needed over the next several years.
	Essential
	Upgrade

	Email Management (Archive)
	We are looking to stabilize the current e-mail archiving system while evaluating options should the current system need to be replaced.
	Essential
	Upgrade

	Migrate Ardence V-Disks from Ardence to Provisioning Server 5
	Ardence was purchased by Citrix which required us to upgrade to Provisioning Server 5.  This is the streaming technology which allows for a single OS image to be shared with unlimited number of like physical computers.
	Essential
	Upgrade

	Create Tessirseat and Tessicredit servers in virtualized environment
	 This work was completed with success and as a result we now have three full environments for tessitura. This will allow us to ensure this valuable system is stable and highly available. It also resulted in reduced operating costs over the previous physical server configuration.
	Essential
	Upgrade

	Convert UniVerse reports to SQL for Utility Billing
	Small maintenance effort on the CIS system moving key reports from a very old tool to a modern and easy to manage product.
	Essential
	Upgrade

	2009 Tessitura Annual Upgrade
	Annual upgrade of the Tessitura system (Arvada Center Ticket sales). Completed on time and with success
	Essential
	Upgrade

	Oracle Family Pack 2009
	 This is an annual maintenance process required to keep our oracle financials system running. It was completed with success
	Essential
	Upgrade

	AMAG Security System Client Upgrade to V6.1
	Upgrade software on the workstations that access the AMAG building security system. Also part of the project is to get the vendor to follow our change management practices to avoid last minute unexpected issues due to work they are performing.
	Essential
	Upgrade

	Inside Arvada website Refactor
	 Minor enhancements were made.
	Very Desirable
	Upgrade

	Document Management Server Upgrade
	 This project was completed with success. As a result we now have a very stable and up to date server environment to manage the City document management system.
	Very Desirable
	Upgrade

	Mobile system for remote building inspections
	 This project was completed with success. All building inspectors now have computers with them in the field.
	Very Desirable
	New Initiative

	ITIL V3 - Change Management
	Creation of a formal process to manage changes to IT infrastructure in order to increase stability of systems while managing our complex environment. It will involve the organization in the prioritization and scheduling of significant changes.
	Very Desirable
	New Initiative

	On Hold Music
	 Simplified the management of the on hold music for the phone but utilizing a USB device to hold the music.
	Very Desirable
	New Initiative

	Replacement fund revamp to get in sync with actual budget process
	 Worked getting the replacement fund to match the city budget accurately.  Also split the replacement fund into two GL account-Replacement and Maintenance - to keep better track of these expenses.
	Very Desirable
	Operational

	Connection to PD systems from Jeffco Jail
	 A computer terminal was installed at Jeffco Jail and a connection back to Arvada network and the PD system was established so that officers can take prisoners to the jail and book them directly into the PD computer system – great time and effort saver
	Very Desirable
	New Initiative

	Plate Reader Testing and Planning
	 Police System personnel became familiar with Plate Reader Technology in anticipation of the PD obtain a reader in the near future
	Very Desirable
	New Initiative

	Replace Micros Servers and upgrade software (L.A. and WestWoods)
	 This project was completed with success. The point of sale system at both restaurants is now up to date in terms of software version and with modern hardware.
	Very Desirable
	Upgrade

	Convert Oracle Apps Database to Oracle Applications Tablespace Management (OATM)
	 This small internal project was completed with success. It was a backend change with no customer impact or added benefit.
	Very Desirable
	Upgrade

	Maps 2.0 - Transparency
	 Underway with much more to come in 2010.
	Very Desirable
	New Initiative

	Printing Press Replacement -RFI
	A product was selected and a new press will be in the first half of 2010. This unit will produce a number of marketing pieces, as well as, all letterhead, envelopes and business cards for City staff.
	Very Desirable
	Upgrade

	P-Card Oracle Interface
	 This project was completed with success and resulted in a great reduction in data entry time for treasury staff.
	Very Desirable
	New Initiative

	Consolidate the management of all services used to manage servers on the internet DNS, Domain, and SSL Consolidation 
	 This project was completed with success and we now have a uniform process to manage domain names and web security devices across the organization. This work was required in order to switch internet service providers.
	Very Desirable
	Operational

	Increase the City internet bandwidth
	This project is to increase current internet capacity, upgrade the traffic shaping appliance, centralize all domain names under one registrar, and centralize DNS management all in order to provide an easy growth path for future internet growth.
	Very Desirable
	Upgrade

	CIB Interview Room Video Recorder Replacement
	 Criminal Investigations Bureau’s Video recording equipment was obsolete and becoming problematic to maintain.  IT assisted PD in selecting and implementing a new updated system
	Very Desirable
	Upgrade

	AURA Website Rewrite
	 The AURA Website was redeveloped from scratch and brought into the City management system. AURA staff can now manage content and share information across all City websites.
	Very Desirable
	Upgrade

	Discoverer Upgrade 2009
	Upgrade Discoverer Reporting to a more stable version of Discoverer.
	Very Desirable
	Upgrade

	Disaster recovery changes and tests for Financial systems RMAN/Storeserv Recovery Testing 
	 This is an on-going effort to ensure we are managing and protecting valuable financial data.
	Very Desirable
	Operational

	Dispatch Logging Recorder Upgrade
	Upgrade to the recording equipments and software for Dispatch.
	Very Desirable
	Upgrade

	Time Clock Synchronization equipment for Dispatch Center 
	 A new “Spectraclock” was installed in the 911 Comm Center to synchronize all clocks in the various systems so that “time stamps” in all systems are accurate and consistant
	Very Desirable
	Upgrade

	Secure USB Devices
	This project will include the selection and deployment of a new City standardized encrypted USB device for the secure transport of computer data by City staff.  It will also include the revision of the City's security policy.
	Very Desirable
	New Initiative

	Permits Plus Upgrade
	This is a regular version upgrade of this critical business application for Code Enforcement to take advantage of new features and maintain vendor support for the product.
	Very Desirable
	Upgrade

	Web Staging Project
	Create a process to better management the release of changes to our web environment. The effort will include formal processes for developing, testing, and implementing changes, fixes and enhancements to this environment.
	Very Desirable
	New Initiative

	Create a social media center on Arvada.org
	 This work was completed with success. It is a consolidation of all of our social media tools into a single page for ease of use by visitors to our website.
	Very Desirable
	New Initiative

	End User Training on Commonly Reported Issues to the Service Desk
	This project will include the review of incidents and problems reported to the Service Desk and the creation of a Lunch and Learn training series on commonly reported issues where training can reduce the number of calls and increase employee productivity.
	Very Desirable
	New Initiative

	Evaluation of Full Court and I/LEADS Interface
	Study of options available for streamlining workflow of data input for municipal citations.
	Very Desirable
	New Initiative

	Dragon Naturally Speaking Pilot
	 IT assisted PD in obtaining, configuring  and testing voice to text software which could be a great staff time saver.
	Desirable
	New Initiative

	Enterprise Badging Needs Analysis
	 Completed Analysis with HR, no interest to go to RFP and implement
	Desirable
	New Initiative
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